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Abstract

RFID (Radio-Frequency Identification) tags are
small, inerpensive microchips capable of transmit-
ting unique identifiers wirelessly over a short distance.
Thanks to their utility in automating supply-chain lo-
gistics, RFID tags promise eventually to supplant the
optical barcode as a means of identifying goods.

We propose the concept of a yoking-proof, namely a
proof that a pair of RFID tags has been scanned simulta-
neously. Our particular aim is to permit tags to generate
a proof that is verifiable off-line by a trusted entity, even
when readers are potentially untrusted. We suggest that
such proofs are a useful tool for maintaining integrity in
supply chains, particularly as RFID data will commonly
flow across multiple, loosely affiliated organizations.

1. Introduction

An RFID (Radio-Frequency Identification) tag is a
small microchip, supplemented with an antenna, that is
capable of transmitting a unique identifier in response
to a query by a reading device. Our focus in this pa-
per is on very basic, passive RFID tags. Such tags do
not contain an internal source of power, but instead re-
ceive their power from reading devices. Their effective
range is on the order of up to several meters.

An industry consortium known as the EPCglobal
(formerly the AutoID Center) has promoted a standard
tag-data format known as an EPC (Electronic Product
Code) [2], along with designs and manufacturing tech-
niques for RFID tags themselves. Thanks to these ef-
forts, estimates suggest that the cost of EPC tags will
drop to the vicinity of five cents per unit by 2005 [18].
Ambitious mandates for RFID-tag adoption by large
companies such as Wal-Mart and by the United States
military [13] suggest that RFID tags — EPC tags in par-
ticular — will become commonplace in supply chains in

the next few years. The aim of EPCglobal is to see
RFID tags supplant barcodes.

The very fact that RFID tags provide rich and com-
mercially beneficial data engenders a number of secu-
rity and privacy problems [14, 15, 16, 17]. Within sup-
ply chains, there is the possibility of corporate espi-
onage through surreptitious scanning of tags or eaves-
dropping on reading devices (whose transmissions, in
contrast to those of tags, are subject to interception at
a range of at least hundreds of meters). In the hands of
consumers, RFID tags pose a potential privacy threat,
as they may permit individuals to be tracked or their
possessions to be inventoried without their knowledge,
a concern that has received much media attention, as
in [11, 19]. A number of papers have sought to address
these concerns, by means of enhancements to on-chip
protocols [23, 24], through the use of auxiliary privacy-
protecting devices [5, 7, 8], or via policy or legislative
means [4]. There has also been a great deal of practi-
cal deployment of protocols enabling tags to authenti-
cate themselves to reading devices — generally by means
of a challenge-response protocol of some kind. See, e.g.,
[22].

In this paper, we consider a rather different security-
oriented problem. Our aim is to enable a pair of RFID
tags to generate a proof that they have been scanned si-
multaneously by a reading device. We refer to this as
a yoking-proof (applying “yoke” with its meaning “to
join together”). To render our proposal practical, we
consider yoking-proofs that are verifiable by a trusted
party in an offline setting, rather than requiring direct
involvement by this party. Here are a couple of brief ex-
amples of where such proofs might be useful:

e Pharmaceutical distribution: Suppose that there
is a legal requirement for a certain medication to
be dispensed together with a leaflet describing its
side-effects. One RFID tag might be embedded in
the container for the medication, while another is
embedded in an accompanying leaflet. (Note that
a number of types of RFID tags are designed to be



embedded in paper, such as [21].) A yoking-proof
would provide evidence that each container of the
medication was dispensed with a leaflet. It might
be transmitted to, e.g., the U.S. FDA, for verifica-
tion, or stored by a pharmacist as evidence in case
of dispute.

e Manufacturing: Suppose that a manufacturer of
aircraft equipment wishes to certify that a certain
part always leaves its factories with a safety cap
attached. Given RFID tags in both the part and
the cap, a yoking-proof can provide third-party-
verifiable evidence to support such certification.

It is important to note that our focus is on proofs
that tags have been read simultaneously. Our tech-
niques do not in fact provide proof that tags have been
read simultaneously by the same reading device, i.e., in
physical proximity to one another. They do, however,
provide good evidence for this: An adversary would
have to create a special linkage between readers (and
invest special effort) to effect simultaneous scanning be-
tween remote locations.

Resource limitations: The challenge in designing a
yoking-proof protocol is that RFID tags have very
rudimentary computational abilities. As already ex-
plained, they are essentially just small, unpowered
microchips. Thus, they can perform only very ba-
sic computational operations. Relatively costly (say,
fifty-cent) RFID tags are capable of some, limited
symmetric-key cryptography. Inexpensive tags — par-
ticularly of the common EPC variety, are likely to
be unable to execute any kind of traditional crypto-
graphic primitive — even a hash function such as MD5
— for some years to come. RFID tags may contain per-
sistent state, but do not, of course, include clocks.
EPC tags of the present generation carry 96-bit iden-
tifiers; it is expected that they will contain several
hundred bits of storage in the near future [18].

Additionally, basic RFID tags cannot communicate
with one another directly. Rather they must rely on
the reading device that is querying them as a com-
munications channel. Thus, to be useful, a proof must
be verifiably valid even if tags are scanned by an ad-
versarial reader. This accords with the assumption in
many cryptographic models for key establishment that
the adversary has full control of the communications
medium. (See, e.g., [20]. Two-party key agreement is
a topic related in a number of ways to our investiga-
tion here.)

Assumptions: We assume that an adversary in our pro-
posed system does not reverse-engineer RFID tags.
Given their inexpensive nature, RFID tags can offer
little in the form of tamper-resistance. It is reason-

able to assume, however, that basic tamper-evidence
as well as the resources and sophistication required to
reverse-engineer tags will act as an obstacle to such at-
tacks in most environments. Of course, where high lev-
els of protection are needed, suitably robust (and ex-
pensive) forms of protection are more suitable. (It is in-
teresting to note that a one-time yoking-proof-protocol
of the type described in section 3 is by nature resistant
to key recovery via conventional side-channel attacks.)

Our proposal relies on a timeout assumption, namely
that the protocol will always terminate within a certain
interval of time t¢. In many cases, this is a feature of
the basic tag-reading protocol itself. In the UHF part
of the spectrum, for instance, frequency hopping by
the reader — and thus termination of RFID-tag-reading
protocols — is required within 400 ms under FCC reg-
ulations in the United States [9]. Even in the case of
rogue readers that do not comply with these regula-
tions, however, it is a straightforward and inexpensive
matter to impose a rough restriction on the interaction
time of an RFID-tag based on, e.g., the rate of capaci-
tor discharge. (Indeed, something of the kind is already
implemented by RFID-tag manufacturer Alien to pre-
vent guessing of the PINs used to disable RFID tags.)

Key ideas: We offer two key ideas in this paper. Our
first is a simple technique for permitting tags to in-
terleave message authentication codes (MACs) [12] us-
ing a reading device as a communications medium. We
show how, by maintaining state on tags, it is possible
to prevent a reader from corrupting the proof by alter-
ing or dropping messages or by “rewinding” the proto-
col. Under our timeout assumption, then, a successful
protocol execution will yield a yoking-proof compris-
ing appropriately MACed messages.

Our second idea is a method for enabling inexpen-
sive and therefore severely resource-constrained RFID
tags to compute MACs. Such tags cannot execute cryp-
tographic primitives of the traditional kind, such as
HMAC [6]. We therefore propose a severely truncated
version of the Lamport digital-signature scheme [10] as
an alternative. We refer to this as a minimalist MAC.
Computing a minimalist MAC simply requires that a
tag output a collection of pre-stored, secret bits. As we
show, given suitable restrictions on the underlying mes-
sage space, a minimalist MAC may be made highly se-
cure as a one-time operation.

Organization

In section 2, we present a yoking-proof protocol
for tags capable of basic cryptographic operations like
MACs and keyed hash functions. We describe our
minimalist-MAC scheme in section 3, leading to a
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Figure 1. Yoking-proof protocol using standard
cryptographic primitives

yoking-proof variant for tags too computationally weak
to execute standard cryptographic primitives (e.g., ba-
sic EPC tags). We conclude in section 4 with a brief
discussion of future research directions.

2. Basic protocol

In this section, we present a yoking-proof protocol
that assumes the ability of tags to perform basic cryp-
tographic operations. We denote the full collection of
n distinct RFID tags in a system by 71,75, ...,7T,. We
assume that 7; is initialized with a unique, secret, d-bit
secret key x;. The collection of keys {x;} ; is assumed
to be known to a trusted verifier, which we denote by V.
Additionally, every tag T; is supplied with a counter ¢;,
initialized to 0. Let M AC : {0,1}% x {0,1}* — {0,1}¢
denote a standard cryptographic message authentica-
tion code, e.g., HMAC; we let M AC,[m] denote the
MAC computed by applying secret key x to message
m. Let f: {0,1}% x {0,1}* — {0,1}9 denote a keyed
hash function, where for f;[c]|, the value z is the key
and c is the input value.

Figure 1 specifies our protocol as applied to gen-
erate a yoking-proof Psp stating that tags T and
Tp have been scanned simultaneously. The reader
here transmits messages “left proof” and “right
proof” to tags to indicate their roles in the proto-
col. The resulting proof Pap = (A, B,ca,cp,map)
may be verified by V using its knowledge of the se-
cret keys of the tags. In particular, )V computes

a' = (A, ca, fua]ca]) and then b’ = (B, cp, MAC, ,[d, cB)),

and subsequently checks the equality Pap =
MAC, ,,[d/,t']. On timeout or incorrect input,
any entity terminates its participation in the proto-
col.

Security analysis: Space limitations permit only an in-
formal security analysis of the protocol. Assume that
any tag completes the full protocol in time at most
t, i.e., that once it receives a “left proof” or “right
proof” input, it subsequently terminates the protocol
once time ¢ has elapsed. We define the security of our
protocol in terms of an game as follows. All tags are
initialized by V with their secret values. The adver-
sary A is then permitted to interact with all tags {T;}
for an arbitrarily long period of time and with arbi-
trary interleaving of queries to tags. (A refinement of
this definition might parameterize the total number of
inputs that A makes to tags, but this makes no differ-
ence for our proposed construction.) A then submits
a yoking-proof Pyp for some pair of tags T4 and T
to V. We say that A has read these tags simultane-
ously if it has provided inputs to each of the two tags
within some interval of time of duration ¢. A is deemed
to have won the game if P4p is accepted as valid by V,
but A has not read T4 and T simultaneously. We de-
fine the success probability § of A to be the probability
that it is able to win the game. We claim the follow-
ing, applying the random-oracle model [1] to the un-
derlying cryptographic primitives:

Claim 1: Given random-oracle assumptions on f and
M AC, the success probability § of A for our proposed
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Figure 2. One-time yoking-proof protocol using
minimalist MACs

scheme is bounded above by 279,

Proof (sketch): Let Pap = (A, B,ca,cs, mag). Case
1: Suppose that A did not submit input “left proof”
to T4 on counter value c4 at any time. Then under
the random-oracle assumption on f, the adversary A
could only guess r4 = f, [ca] with probability at most
274, The random-oracle assumption on MAC then im-
plies that A could determine the correct value mp and
subsequently the correct value map with probability
at most 27¢. A similar argument applies for the fol-
lowing cases: Case 2: A did input “left proof” to Ty
on counter value c4, but did not input ra = fz,[ca]
to Tg on counter value cg and Case 3: A did not in-
put b = (B, cp,mp) to Ta on counter value c4. If none
of these three cases holds, then A must have scanned
T4 and Ty simultaneously. [

Note that our protocol also imposes a temporal or-
der on yoking-proofs. In particular, suppose yoking-
proofs P4 and P’ ; have respective associated counter
value pairs (ca,cg) and (¢4, cz), where ¢4 > ca and
¢’z > cp. Valid proofs demonstrate that P/ ; was gen-
erated later than P4p. This may have a number of
uses. In our aircraft-part-manufacture example above,
for instance, it may be desirable for aircraft mainte-
nance crews to demonstrate that a safety cap is in place
for every flight: Temporal ordering would prevent re-
use of old yoking-proofs.

3. Minimalist MAC

We now consider how to adapt our basic yoking-
proof protocol to tags that cannot execute stan-
dard cryptographic primitives. Let us first briefly

describe our proposed minimalist technique for
computing one-time MACs (and thus one-time
yoking-proofs). This is essentially a stripped-down,
symmetric-key version of the Lamport digital-signature
construction as described in [10]. In our scheme we as-
sume that the message m to be MACed is exactly d
bits in length. A secret key SK is determined as col-
lection of random, [-bit secret values {(sl(-o), sl(-l)) 4.
This secret key is shared between the signer and veri-
fier. A MAC on message m = b1bs . . .bg simply consists
of the collection of secret values {sl(-bi)}le. To forge
a MAC in this scheme, an adversary must success-
fully guess at least one unrevealed value sl(-l*bi). Given
sufficiently a large value [ (e.g., I = 80), this is infeasi-
ble.

To render our MAC scheme space-efficient, however,
we propose setting [ = 1, i.e., making each sl(-b) value
consist of a single, random bit. The problem with this
approach, of course, is that given a M AC,[m], an ad-
versary can forge M AC,[m’] on a new message m’ quite
easily: If m’ differs from m in a single bit position, then
it suffices for the adversary to guess a single bit to per-
form the forgery successfully.

What we observe, however, is that if the message
space is sufficiently sparse and pairs of messages tend to
have relatively large Hamming distances, then forgery
is more difficult. By choosing sufficiently large d, we
can ensure that the Hamming distance between ran-
domly selected bitstrings is large.

It is possible to do somewhat better, however, by
crafting the message space more carefully. Given the
space limitations of RFID tags, this is important. In
particular, we may select a message space with a good
lower bound on the Hamming distance between any two
messages. This is most easily achieved by defining the
message space as the codebook for an error-correcting
code. As an example, suppose that we set d = 120,




and select a message space size of 232 (enough for bil-
lions of tags). It is possible, then, to choose a code such
that the minimum Hamming distance between any two
messages is at least 32 (and probably higher, as this
bound is not tight) [3]. In this case, the success prob-
ability of an attacker may be bounded above by 2732,
which is probably enough for most practical purposes,
given that the attacker has no means of off-line verifi-
cation. This is particularly the case as our protocol Let
M denote a message space computed this way.

In order to restrict the message space in this way,
however, we must modify our basic protocol slightly. In
the protocol in Figure 1, tag T4 computes a MAC on
mp, itself the output of a MAC, rather than a code-
word, as we desire here.

We therefore modify our scheme as follows. We ini-
talize the tag T4 with a one-time random value 74,
and likewise Tg with a one-time random value rg. The
proof protocol is then modified such that T releases
rp along with mp, and T4 computes a MAC on rp,
rather than mp. Given d = 120, then, tags could per-
form a one-time execution of the protocol given stor-
age of a 120-bit random string and a 240-bit secret key
for the MAC, for a total of 360 bits. We give this pro-
tocol in Figure 2 above.

We do not offer a security analysis for this proto-
col, but simply claim that if M is a codebook for a
(d, k, w) — binary code, then the probability of success-
ful attack is bounded above by min(27F 27v).

4. Conclusions

We have presented techniques that enable a pair of
RFID tags to furnish a yoking-proof, i.e., an offline-
verifiable proof that they have been read simultane-
ously.

As EPC tags are expected to contain several hun-
dred bits of storage in the near future, the require-
ment of 360 bits of storage for our minimalist-MAC
protocol is within reason. Nonetheless, it would cer-
tainly be desirable to reduce this requirement. An ad-
ditional important direction of research is the exten-
sion of our yoking-proof protocol so as to enable effi-

1 By contrast, suppose that M consisted of 232 random 120-bit
strings. Then we would expect to see, e.g., a pair of messages
in M with Hamming distanceless than 32 with very high prob-
ability. We conclude this by observing that the standard devi-
ation on a 120-degree binomial random variable is about 5.5.
Thus, the probability that a random pair of bitstringsdiffersin
fewer than 32 positionsisroughly the cumulativedensity in the
tail of a standard normal distributionat distance 5.1 S.D. from
the mean. This is about 1.7 x10~7 & 2722, Since the num-
ber of distinct pairs among n tags is Z , we would expect to
see this low a Hamming distance among just several thousand
tags!

cient proof that groups of tags have been scanned si-
multaneously.
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